Haskell CISD Student Acceptable Use Policy (AUP)

Note: This acceptable use policy is separate from the G Suite for Education permission form that nust be Signed.

Haskell CISD provides technology to support teaching, enhance learning, and improve productivity. All Haskell CISD students are
required to comply with the rules and provisions stated. The use of technology at Haskell CISD is a privilege, not a right. Students are
responsible for their conduct when using any Haskell CISD technology. Staff must supervise student use of technology at all times,

Definiti
As defined in this policy, the term technology includes, but is not limited to:
¢ All computers -- desktops, laptops, macbooks, chromebooks, iPads - any intemet capable device
Printers, scanners, peripheral equipment
G Suite for Education tools and applications
Networks {wired or wireless)
Internet resources, texting, instant messaging, including production of Web content, all forms of Web-bascd synchronous and
asynchronous communication including electronic mail, and file transfer protocol
Multimedia, video, laser, cable tv, telephone, and fax equipment
Language lab equipment
Software and files, including all user files generated from the usc of the resources listed above
All supplies used to maintain technology

[ understand that in an interactive television environment, including but not limited to, distance learning, virtual field trips and
videoconferencing, my child’s voice, physical presence and participation in activities will be transmitted to distance sites, 1 hereby
agree that my child’s voice, physical presence and participation in these activities will not be a violation of personal rights and hercby
release any claims for the use of such during the duration of the interactive television activity.

Before students will be allowed to use any of the district’s technology, parents/guardians of all students must sign and return the
Acceptable Use Policy at the start of each school year. Students in grades 4 through 12 must also sign. Signature indicates
understanding of this policy, and acceptance of liability for damages resulting from the intentional disregard of this policy. Students in
grades 4-12 may not log in to anything under another student’s account or a generic account unless there is an extenuating
circumstance and only with teacher permission. Staff will enforce this policy. Students who have not returned the appropriately signed
Acceptable Use Policy will not be permitted to use the Haskell CISD’s technology.

Internet Use All Grades

The internel contains a rich collection of educational resources which can enrich and extend instruction. Because it is an unregulate
wotldwide medium constantly growing and changing, it is the responsibility of Haskell CISD to ensure that students make use of this
resource safely and responsibly. I understand that it is impossible for Haskell CISD to restrict access to all controversial materials
found on electronic networks and T will not hold Haskell CISD responsible for material acquired on the network and internet.

Haskell CISD uses an internet content filter that is compliant with the Child Internet Protection Act (CIPA), in that it blocks material
that is obscene, pornographic, and in any way harmful to minors. All use of the internet is monitored.

Each student must take responsibility for his/her actions online. Any attempt of the following will result in immediate revocation of
technology privileges as well as possible disciplinary and/or legal action,

Visit inappropriate web content

Download files with HCISD equipment (unless permitied by the teacher)

Upload files to a site not approved by Haskell CISD

Communicate with anyone in an inappropriate, harassing or threatening manner, or

Send or receive any message that indicates or suggests pomography, unethical or illegal solicitation, racism, sexisn,
inappropriate language

Technology Code of Ethics
s Students should respect Haskell CISD’s property. All technology is the property of Haskell CISD. No one is to move, damage
ot tamper with the district’s technology.
¢  Students should use technology for school-related, educational activities only. Any other use must be with tcacher permission
only.



e Students should be courteous and use appropriate language. Do not harass, threaten or attack others, or use expressions of
bigotry, racism, and/or hate. Do not send, display, or use profanity or obscene, explicit or offensive material.

® Students should protect their privacy and safety by not disclosing personal information such as your telephone number,
address, location or password. Use only the password assigned to you. You are not allowed to use anyone elsc’s username or
password to access any Haskell CISD technology. Students will be held responsible for activity on their account,

* Students should recognize and respect the intellectual property of others, including work and materials found online. Students

should not attempt to view, seek, obtain, or modify information, or data or passwords belonging to other users.

Students should adhere to Federal copyright laws and publisher’s licensing agreements.

Never install or try to install any software/program/app without prior teacher approval first.

Do not attempt to install software or download files for non-school related purposes using Haskell CISD technology.

The buying/selling of goods is not allowed.

No food or drink should be consumed close to Haskell CISD technology.

Students should respect the integrity of the HCISD network, Do not atiempt to circumvent or disable sccurity measures

including internet filtering methods.

e Students should report user misconduct, suspected viruses, and technical problems to the teacher immediately so that action
can be taken to minimize possible damage to technology.

*  Students should notify their teacher or other school personnel when they come across information or messages that are
dangerous, inappropriate, or make them feel uncomfortable.

* Students should use technology responsibly. Consider the needs of others when using shared or networked computers,
printers or other technological resources.

Violations of the Technolosy Code of Ethi

Violations of the HCISD Technology Code of Ethics may result in loss of technology access, disciplinary and/or legal action,
including any resulting financial liabiiity.

Date / /

Student Name Student Grade

Student Signature (Grades 4-12 only)

Parent/Guardian Name

Parent/Guardian Signature




To parents and guardians,

At HCISD, we have been using G Suite for Education for several years. Google requests that we notify all
parents and obtain permission each school year. We are not doing anything new this year other than providing
you with this documentation and obtaining your written permission.

HCISD is seeking your permission to provide and manage a G Suite for Education account for your child. G
Suite for Education is a set of education productivity tools from Google including Gmail, Calendar, Docs, Sheels,
Forms, Classroom, and more used by tens of millions of students and teachers around the world. The account
username will use their first and last initial and their HCISD student ID number and look like an email address --
fi0000@haskeit.esci4.net for example. With this account, your student will have access to software that is
available anywhere they log in using their school account -- at schoal, home or work. The account and tools are
free to all students of HCISD.

At HCISD, students will use their G Suite accounts to complete assignments, communicate with their teachers,
sign in to their Chromebooks, and learn 21st-century digital citizenship skills. The student's account lets them
access the G Suite tools, but these tools can be restricted. For instance, the use of Gmail is outlined below:

+ Grades 9-12 will have open email -- they will be able to send and receive email from anyone. This
allows them to use their school email for dual credit classes and in communication with post-secondary
institutions. The email will be closely monitered and filtered for inappropriate language and content.
Failure to abide by the district's Acceptable Use Policy will result in the student’s email being closed.

e Grades 6-8 will have restricted email -- they will only be able to send and receive email to people with a
haskell.esc14.net address. This email will be closely monitored and filtered for inappropriate language
and content. Failure to abide by the district’s Acceptable Use Policy will result in the student's email
being closed.

o Grade 5 and below will have email addresses but only for the purpose of using Google services such
as Chrome, Docs, etc for school use. They will not have access to email.

The GSuite for Education Notice to Parents and Guardians provides answers to common questions about what
Google can and can't do with your child's personal information. This document can be found on the school
website at www.haskell.esc14.net. Please read it carefully, let us know of any questions, and then sign below to
indicate that you've read the notice and give your consent. [f you don't provide your consent, we will not create a
G Suite for Education account for your child. However, students who cannot use Google services will be
required to complete their assignments using pen and paper.

| give permission for HCISD to create/maintain a G Suite for Education account for my child and for
Google to collect, use, and disclose information about my child only for the purposes described in the
notice below.

Thank you, Lonnie Hise, Supt.

Full name of student

Printed name of parent/guardian

Signature of parent/quardian Date



August 2022

G Suite for Education Notice to Parents and Guardians

This notice describes the personal information we provide ta Goagle for these accounts and how Google collects, uses,
and discloses personal information from students in connection with these accounts.

Using their G Suite for Education accounts, students may access and use the following “Core Services” offered by Google
{described at hitps:/gsuite.google.com/terms/user features. himi):

Gmait (including Inbox by Gmail) Forms
Calendar Groups
Classroom Keep
Contacts Meet
Drive Sheets
Docs Sites
Slides

In addition, we also allow students to access certain other Google services with their G Suite for Education accounts.
Specifically, your child may have access to the following “Additional Services”:

Blogger and various extensions and apps that enhance the services above - such as a grammar checker, .pdf
enhancer, etc.

Google provides information about the information it collects, as well as how it uses and discloses the information it
collects from G Suite for Education accounts in its G Suite for Education Privacy Notice. You can read that notice online at
Hlasuite, le.comftermsfeducation _privacy.htmi You should review this information in its entirety, but below are

answers to some common questions:

What personal information does Google collect?

When creating a student account, HCI{SD may provide Google with certain personal information about the student,
including, for example, a name, email address, and password. Google may also collect personal information directly from
students, such as telephone number for account recovery or a profile photo added to the G Suite for Education account.

When a student uses Google services, Google also collects information based on the use of those services. This includes:

e device information, such as the hardware model, operating system version, unique device identifiers, and mobile
network information including phone number;

+ |og information, including details of how a user used Google services, device event information, and the user's
Internet protocol (IP) address;
location information, as determined by various technologies including IP address, GPS, and cther sensors;
unique application numbers, such as application version number; and
cookies or similar technologies which are used to cellect and store information about a browser or device, such as
preferred language and other settings.
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How does Google use this information?

In G Suite for Education Core Services, Google uses student personal information to provide, maintain, and protect the
services. Google does not serve ads in the Core Services or use persenal information collected in the Core Services for
advertising purposes.

In Google Additional Services, Google uses the information collected from all Additional Services to provide, maintain,
protect and improve them, to develop new ones, and to protect Google and its users. Google may also use this
information to offer tailored content, such as more relevant search results, Google may combine personal information from
one service with information, including personal information, from other Gooegle services.

Does Google use student personal information for users in K-12 schools to
target advertising?

No. For G Suite for Education users in primary and secondary (K-12) schools, Google does not use any user personal
information (or any information associated with an G Suite for Education Account) to target ads, whether in Core Services
or in other Additional Services accessed while using an G Suite for Education account,

Can my child share information with others using the G Suite for Education
account?

Students at Haskell JH and Elem are only allowed to share information within the HCISD domain. This includes email,
Students at Haskell HS are allowed to share information outside the HCISD domain including email.

Will Google disclose my child’s personal information?

Google will not share perscnal information with companies, organizations and individuals outside of Gaogle unless one of
the following circumstances applies:

s With parental or guardian consent. Google will share personal information with companies, organizations or
individuals outside of Google when it has parents’ consent (for users below the age of consent), which may be
obtained through G Suite for Education schools.

¢ With HCISD G Suite for Education accounts, because they are school-managed accounts, give administrators
access lo information stored in them.

e For external processing. Google may provide personal information to affiliates or other trusted businesses or
persons to process it for Google, based on Google's instructions and in compliance with the G Suite for Education
privacy notice and any other appropriate confidentiality and security measures.

s For legal reasons. Google will share personal information with companies, organizations or individuals outside of
Google if it has a good-faith belief that access, use, preservation or disclosure of the information is reasonably
necessary to;

o meet any applicable law, regulation, legal process or enforceable governmental request.

o enforce applicable Terms of Service, including investigation of potential violations.

o detect, prevent, or otherwise address fraud, security or technical issues.

o protect against harm to the rights, property or safety of Google, Google users or the public as required or
permitted by law.

Google also shares non-persenal information -- such as trends about the use of its services -- publicly and with its
partners.
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What choices do | have as a parent or guardian?

First, you can consent to the collection and use of your child’s information by Goagle. If you dorn’t provide your consent,
we will not create a G Suite for Education account for your child, and Google will not collect or use your child’s information
as described in this notice.

If you consent to your child's use of G Suite for Education, you can access or request deletion of your child’'s G Suite for
Education account by contacting Amanda Hadaway at 940.864.8535 ext 297. If you wish to stop any further collection or
use of your child's information, you can request that we use the service controls available to limit your child's access to
features or services, or delete your child’s account entirely. You and your child can also visit hittps://mvaccount.googie.com
while signed in to the G Suite for Education account to view and manage the personal information and settings of the
account,

What if | have more questions or would like to read further?

If you have questions about our use of Google’'s G Suite for Education accounts or the choices available to you, please
contact Amanda Hadaway at 940.864.8535 ext 297. If you want to learn more about how Google collects, uses, and
discloses personal information to provide services {o us, please review the e for zation Privacy Center(at
hitps:/fwww.google.com/edu/trust/), the G Suite for Education Privacy Notice (at
hitps://gsuite.google.com/terms/education_privacy.html), and the Google Privacy Policy {at
hitps://www.google.com/intl/en/policies/privacy/).

The Core G Suite for Education services are provided to us under Google’s Apps for Edycation agresment (at
https:/iwww.google.com/apps/intlfen/terms/education_terms.html) [if school/district has accepted the Data Processing

Amendment {see hitns://support.google com/a/answer/28884857ht=en), insert: and the Data Processing Amendment (at

hitps:/fwww.google.com/int/en/work/appsiterms/dpa_terms.html)].




